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Private Information Retrieval (PIR) [cGks95, k097

q q, st < Query(i) ‘
O
a < Answer(D,q) -
Server —b . Client
pe (0,13 « Extract(st, a) i € [N]
= Correctness: b = DJi]

» Client Privacy: Query g hides Index i
= Client Efficiency: o(N) Client Work



Private Information Retrieval (PIR) [ceksas, kogr
D « Preprocess(D)

q q, st < Query(i) ‘
O
a  Answer(D,q) ah
Server —b . Client
De {01}V « Extract(st, a) i € [N]
= Correctness: b = D|i] 4 A Lower Bound [BIMOO] A

If Server doesn’t touch an entry during Answer,

» Client Privacy: Query g hides Index i

Server learns that Client didn’t query that entry.
. . . ’ ?
= Client EffICIenCyZ O(N) Client Work \Thus, Server’s work should be Q(N). Way Out./




Doubly-Efficient PIR (DEPIR)

Q. If DB preprocessing is allowed, could we hope for a PIR scheme that is

[ o(N) online work } efficient for both client and server, i.e., doubly-efficient?

= First Multi-Server Scheme: Beimel-Ishai-Malkin (Crypto 2000)

* Information-theoretic security
* Open Problem: Single-Server DEPIR

» First Single-Server Scheme: Lin-Mook-Wichs (STOC 2023, Best Paper Award)

« O(N'*®) preprocess & polylog(N) online work
« Based on Ring-LWE
* Open Problem: DEPIR based on plain LWE { This Work! ]




Our Contribution

» First DEPIR Scheme from plain LWE

« [LMW23] is based on Ring-LWE and heavily relies on its ring structure
» Closes the gap between what we know how to build from RLWE and from LWE (c.f. FHE)
« “Black-box Crypto is Useless for DEPIR” [LMW25]

v" This work explores minimal structure sufficient for DEPIR
= Simpler DEPIR Construction
« Shares a high-level template with [LMW23], but uses arguably simpler machinery
v SimplePIR (USENIX 2023) + Williams’ Matrix Preprocessing (SODA 2007)
= Limitations

« Only “Barely” Doubly-Efficient: o(N/log N) online work ( vs. polylog(N) in [LMWZ23])
» Require CRS for technical reasons



Construction Overview

Encode DB as a Brakerski-Vaikuntanathan Kedlaya-Umans
[ [LMW23] ] = Multivariate Polynomial + (Crypto 2011) + (FOCS 2008)
[Gentry09] “Algebraic” SHE Polynomial Preprocessing

Preprocess: O(N1*¢)

Client Work: polylog(N) Assumption: RLWE Server Work: polylog(N)
: SimplePIR Williams
[ This Work ] = E”COde[DKgg;’]a Matrix | 4 (USENIX 2023) + (SODA 2007)
“Algebraic” LHE Matrix Preprocessing

Preprocess: O(N1*¢)

: CACN1/2 N
Client Work: O(N-/¢) Assumption: LWE + CRS Server Work: o(N/log N)




Construction Overview: [LMW23]

Encode DB as a Brakerski-Vaikuntanathan Kedlaya-Umans
[ [LMW23] ] = Multivariate Polynomial + (Crypto 2011) + (FOCS 2008)
[Gentry09] “Algebraic” SHE Polynomial Preprocessing

Preprocess: O(N1*¢)

Client Work: polylog(N) Assumption: RLWE Server Work: polylog(N)

fpo € Zy,[Xy, ..., Xm] (p:prime, p™ = N)

Ctl, eny Ctm

Server cty < SHE. Eval(fp; cty, ..., cty)

De {0,1}V

ct,

|



Construction Overview: [LMW23]

Encode DB as a
[ [LMW23] ] = Multivariate Polynomial
[Gentry09]

Client Work: polylog(N)

3

Brakerski-Vaikuntanathan
(Crypto 2011)
“Algebraic” SHE

Assumption: RLWE

=

Kedlaya-Umans
(FOCS 2008)
Polynomial Preprocessing

Preprocess: O(N1*¢)
Server Work: polylog(N)

= Algebraic SHE: Homomorphic PolyEval is itself a PolyEval over a “Nice” Ciphertext Ring

= [BV11]: BGV but w/o ModSwitch & Relinearization
» Algebraic SHE with Ciphertext Ring of form R = Z,[X, Y]/{(X™ + 1,Y")



Construction Overview: [LMW23]

Encode DB as a Brakerski-Vaikuntanathan Kedlaya-Umans
[ [LMW23] ] = Multivariate Polynomial + (Crypto 2011) + (FOCS 2008)
[Gentry09] “Algebraic” SHE Polynomial Preprocessing

Preprocess: O(N1*¢)

Client Work: polylog(N) Assumption: RLWE Server Work: polylog(N)

Theorem ([KUO8,LMW23]). Let R = Z,[X, Y] /(X™ + 1,YP). For any f € R[X;,X,, ..., Xp,], with

individual deg < d, there is a preprocessing scheme for f-evaluation with running time:

= Preprocess: d™ - poly(d, m,log|R|) - 0(m - (logm + logd + loglog|R]))"

= f-Evaluation: poly(d, m,log |R|) (vs. Naive d™ - polylog|R|)
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Construction Overview: [LMW23]

Encode DB as a Brakerski-Vaikuntanathan Kedlaya-Umans
[ [LMW23] ] = Multivariate Polynomial (Crypto 2011) + (FOCS 2008)
[Gentry09] “Algebraic” SHE Polynomial Preprocessing
, . - Preprocess: O(N'*%)
Client Work: polylog(N) Assumption: RLWE Server Work: polylog(N)

fpo € Zy,[Xy, ..., Xm] (p:prime, p™ = N)

fp « Preprocess(fp) Cty, ., Cloy

ct, « fp(cty,...,ct,,) using f;

Server a fD( 1 m) fD Cta

De {0,1}V



Why doesn’t [LMW?23] generalize to LWE?

Theorem ([KUO8,LMW23]). Let R = Z,[X,Y]/(X™ + 1,YP). Forany f € R[X;, X, ..., Xp,], with

individual deg < d, there is a preprocessing scheme for f-evaluation with running time:

= Preprocess: d™ - poly(d, m,log|R|) - O(m - (logm + logd + loglogIRI)ﬁn>

= f-Evaluation: poly(d, m,log |R|)

= [KUO8] requires the number of variables m to be small.

« An LWE ciphertext, however, is a vector/matrix of poly(4) many Z, elements.
« c.f. Scheme based on Module-LWE with “constant” rank is already given in [LMW23].




Construction Overview

Encode DB as a Brakerski-Vaikuntanathan Kedlaya-Umans
[ [LMW23] ] = Multivariate Polynomial + (Crypto 2011) + (FOCS 2008)
[Gentry09] “Algebraic” SHE Polynomial Preprocessing

Preprocess: O(N1*¢)

Client Work: polylog(N) Assumption: RLWE Server Work: polylog(N)
: SimplePIR Williams
[ This Work ] = E”COde[DKgg;‘]a Matrix | 4 (USENIX 2023) + (SODA 2007)
“Algebraic” LHE Matrix Preprocessing

Preprocess: O(N1*¢)

: CACN1/2 N
Client Work: O(N-/¢) Assumption: LWE + CRS Server Work: o(N/log N)




Fast MatVec Multiplication with Preprocessing

Theorem ([WIlO7]). Let R be a finite ring. For any € € (0,1) and matrix D € R™*™  thereis a

preprocessing scheme for D-MatVecMult with running time:
= Preprocess: 0(m?*€1°81R1y R_ops

= D-MatVecMult: 0(m?/(elogm)?) R-0ps

Main idea: Partition the matrix into blocks of size (elogm) X (elogm)

Preprocess: Per block, precompute MatVecMult for all possible inputs

v #(blocks) x #(possible inputs) x MalMult = X |[R|€1°8™ x 0(glogm)? = O(m?*+€108 IRl

m2
(elogm)?

2

Evaluate: Lookups (+ Careful summation)

(elogm)?




Construction Overview

Encode DB as a Brakerski-Vaikuntanathan Kedlaya-Umans
[ [LMW23] ] = Multivariate Polynomial + (Crypto 2011) + (FOCS 2008)
[Gentry09] “Algebraic” SHE Polynomial Preprocessing

Preprocess: O(N1*¢)

Client Work: polylog(N) Assumption: RLWE Server Work: polylog(N)
: SimplePIR Williams
[ This Work ] = E”COde[DKgg;‘]a Matrix | 4 (USENIX 2023) + (SODA 2007)
“Algebraic” LHE Matrix Preprocessing
: ~ . Preprocess: O(N1*¢)
: 1/2 :
Client Work: O(N/#) Assumption: LWE + CRS Server Work: o(N/ log N)




PIR from Linearly Homomorphic Encryption

~ Clg cto < HE.Enc(u;) ‘
U C——
U ctg « HE.Mult(D, cty) -
L cty
S Client
erver
Decrypt and Read j-th item en
De {0,1}YNxIN (i) € [VN]x[VN]
D[i, ] -t D[i,j]

= Communication: |Q| + |R| = 0(/N)

0
/ 5} j = Client Privacy: = Semantic Security of HE
X 17/=
0
0 *



D[l Jl DIi,j]

PIR from LWE Encryption

X

D U; i
Do not depend on (i, ) ! D[]
i_(Zl s« A< Z‘C{N’(" ’
V) q y
b A5 + |7 i+ e dh
| : S H{an Client
I(H,w) (i) € VN]x[VN]

—

E——— W—HS=E‘-Dui+De

l

small

Bottleneck?!



Sim P lePIR [Henzinger-Hong-Corrigan-Gibbs-Meiklejohn-Vaikuntanathan; USENIX'23]

Do not depend on (i,j) !

- N
| (A,W) S « Z’; Aq<_ Zqu" ‘
| H < DA | hl v<—As+b‘-ui+e
Server w e Dv | Client
De (0,13WVF (H,w) i) € VN]x[VA]

L q
> —_ — {—‘ : .
CRS A ¢ ZE,WX" w — Hs 5 Du; + De CRS A € Z\qfﬁxn



Sim P lePIR [Henzinger-Hong-Corrigan-Gibbs-Meiklejohn-Vaikuntanathan; USENIX'23]

One-time Preprocessing

H
H <« DA
>
2 S « Lq ‘
a—— v<—As+E‘-ui+e -
Server w < Dv Client
De {0,1}YNVN w (i.)) € [VN]x[VN]

) q
4/ |/V — li j— {—‘ . o

= Algebraic “LHE”: Homomorphic MatVecMult is itself a MatVecMult over a “Nice” Ciphertext Ring

= SimplePIR: Algebraic LHE with Ciphertext Ring R = Z,,



+» Simple construction, but still requires careful analysis:
n and g depend on N to support homomorphism.

O u r COn Stru CtIO n v' CRSis required to remove dependencyonn
v" need a CRT layer to suppress dependency on g
v plaintext modulus p should be setwith care

SimplePIR Williams

[ This Work ] = E”COde[DKgg;’]a Matrix | 4 (USENIX 2023) + (SODA 2007)
“Algebraic” LHE Matrix Preprocessing
. 1+¢
Client Work: G(N1/2) Assumption: LWE + CRS Preprocess: O(N ")

Server Work: o(N/log N)

D € Z3**™ (m? -logp = N)
D « Preprocess(D), H < DA

v
Server D ing D
w < Dv using W, H

DB € {0,1}" E——)

CRS A € ZI>"



Summary

» First DEPIR Scheme from plain LWE (vs. Ring-LWE in [LMW23])
« Simple construction from SimplePIR & Williams’ Matrix Preprocessing

= Limitations
« Only “Barely” Doubly-Efficient: o(N/log N) online work ( vs. polylog(N) in [LMW23])
» Require CRS for technical reasons
= Open problems
« Better efficiency, e.g. O(N179)
* Removing CRS assumption
 RAM-FHE from plain LWE

Thank You!
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